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About the Supply Chain Resilience Survey

• Annual BCI and Zurich survey 

which considers supply chain 

disruption and benchmarks 

BC arrangements in this area

• Sixth of an annual series, 

2014 report authored by 

Patrick Alcantara (BCI 

Research Associate)

• 525 respondents from 71 

countries, around 60% are BC 

or supply chain professionals



The Headlines

• Nearly 75% of respondents still do NOT have full visibility of their 

supply chains.

• At least 80% report at least one instance of supply chain disruption. 

Half of disruptions originate below the Tier , direct supplier.

• The primary sources of disruptions were unplanned IT & telecoms 

outage, adverse weather and outsourcer service failure. These 

comprise the top three sources of disruption since 2012.

•70% of the world’s goods go through 6 ports



The Headlines

• The loss of productivity remains as the top consequence of 

supply chain disruptions for the sixth year running. The increased 

cost of working and loss of revenue round out the top three.

• Almost a quarter of respondents (23.6%) report annual 

cumulative losses of at least €1 million. More have recorded 

losses of at least €1 million from a single incident (13.2% from 

8.6%). 

• 40% of respondents have NOT insured their losses arising from 

supply chain disruption (through Contingent Business Interruption 

cover or Zurich’s ‘all risk’ Supply Chain Insurance)



Recording Supply Chain Disruption

Only 26.5% have full visibility of their supply chains.



Number of Supply Chain Incidents

At least 80% report at least one instance 

of supply chain disruption in the last 12 months.



Origins of Supply Chain Disruption

Half report disruptions occurring below Tier 1 suppliers.



Causes of Supply Chain Disruption

19.4

19.7

22.3

24.4
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29.4

29.4

35.8

51.6

52.9

Exchange rate volatility

Industrial dispute

Data breach

Cyber attack

New laws and regulations

Loss of talent/skills

Transport network disruption

Outsourcer service failure

Adverse weather

Unplanned IT & telecoms outage

*Expressed in %, multiple answers allowed



Consequences of Supply Chain Disruption

More than a third of respondents (34.6%) mention

reputational damage as a consequence of disruption.



Insuring Supply Chain Loss

*Expressed in %, ‘Don’t know’ responses excluded

Almost 40% do not insure losses from supply chain disruption

(through Contingent Business Interruption cover or 

Zurich’s ‘all risk’ Supply Chain Insurance)

.



In the next 12 months

• IT & telecoms outage (57.7%)

• Adverse weather (48.8%)

• Outsourcer service failure 

(41.4%)

• Cyber attack (37.2%)

• Data breach (36.3%)

In the next 5 years

• Cyber attack (53.9%)

• IT & telecoms outage (51.0%)

• Outsourcer service failure 

(42.3%)

• Data breach (38.9%)

• Adverse weather (38.0%)

Horizon Scanning Risks to Supply Chains



Zurich business resilience and supplier tool suite

Value Chain 

Risk and Profit 

understanding

Total Risk 

Profiling

Zurich Risk

Room

Nat Cat -

Location risk

Profit risk 

exposure

Disruption 

understandingBusiness interruption analysis 

and modelling

Supplier risk 

assessment

Provides macro country 

insights, e.g. political 

stability, economic 

status, labour situation

Provides exposure 

information for supplier 

locations in respect of e.g. 

floods, earthquakes, 

windstorm, related transport 

infrastructure

Helps in the understanding of the level 

and nature of disruptions in the 

particular industry or a certain location 

from a unique database

Enables a company to 

understand its total 

supply chain profit 

exposure in terms of a 

particular location, 

country or region

Helps a company model and quantify  its 

relevant BI exposures

Formalised assessment 

of relevant areas which 

are  part of the due 

diligence process within 

the sourcing activity

Structured approach to 

defining risk appetite and 

prioritisation for dealing 

with risks in the supply 

chain

Business Continuity 

Management
Helps evaluate gaps and then build 

workable business continuity plans



Zurich Risk Room on the go
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A simplified, demo version of the full app

Contains 7 predefined scenarios on:

Macroeconomic Imbalances

Political Volatility

Nat. Cat. and Disaster Management

Supply Chain Disruption

Demographic Shifts

Sustainable Growth

Human Capital

Easy to navigate, intuitive interface

Provides the ability to model changes in 

individual risks to see how they impact other, 

interconnected risks

Available free of charge to the general public 

as part of Zurich’s thought leadership 

innovations and initiatives

Visit www.zurich.com/riskroom or download a free demo for Apple or Android 
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Business Interruption modeling: 

Analyzing risks along the value chain encourages risk 

quantification and prioritization of mitigation

Suppliers DistributionProduction ClientsSourcing

High 

protection

High 

protection

High 

protection

Customer



Identify vulnerabilities

Quantify and benchmark 
risk exposures

Prioritize 
mitigation actions

Informed decision making

Understanding where and how your 

supply chain could be vulnerable

Support operational 
profitability
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Risk assessment stages

Develop a supply chain/value chain map

Gather key supply/supplier details

Evaluate risk factor information

Define and evaluate risk scenarios

Develop risk grading

Determine risk strategies

Determine those suppliers most critical to protecting profitability



Risk 

Rating 

Model

GSP

Micro LCD
GRADING - Comparisons
Supply / supplier 1

TA MT ML RT AV AA OR GATS adj

Risk Factor As is As is As is As is As is As is As is As is

Industry/Supply-Specific - Geographical Exposures B C A C B

Industry/Supply-Specific - Economic Exposures. C B C C C

Industry/Supply-Specific - Political Exposures. C C C C C

Industry/Supply-Specific - Structural Risks B B B D B

Supplier Specific - Geographical Exposures B C B C B

Supplier Specific - Economic Exposures C C A C C

Supplier Specific - Political Exposures C C C C C

Supplier Specific - Structural Risks B B B D B

Product Management / New Product Development B B C E (=C) B

Supplier Selection Management B B B B C

Supplier Management (Financial Strength) B B C C D

Supply Chain Performance B B B B C

Internal Risk Management C B C B C

Business Continuity Management (BCM) C A B C C

Vulnerability To Accidents / Errors B C C C B

Vulnerability To Malicious Intervention A C B B C

Commercial Contract Management B B C B B

Skills And IP Management (Insured) E (=C) C E (=C) E (=C) E (=C)

Regulatory Issues A C A A A

Relationship With Supplier (Influence, Maturity) B B A C C

Supplier's Security Of Supply B C B B B

Supplier's Knowledge And Experience Of Providing 

Required Supplies
A B A C A

Skills and IP Managament (Supplier) E (=C) C E (=C) E (=C) E (=C)

Risk Engineering Factor B B B B B

Micro LCD
GRADING - Comparisons
Supply / supplier 1

TA MT ML RT AV AA OR GATS adj

Risk Factor As is As is As is As is As is As is As is As is

Industry/Supply-Specific - Geographical Exposures B C A C B

Industry/Supply-Specific - Economic Exposures. C B C C C

Industry/Supply-Specific - Political Exposures. C C C C C

Industry/Supply-Specific - Structural Risks B B B D B

Supplier Specific - Geographical Exposures B C B C B

Supplier Specific - Economic Exposures C C A C C

Supplier Specific - Political Exposures C C C C C

Supplier Specific - Structural Risks B B B D B

Product Management / New Product Development B B C E (=C) B

Supplier Selection Management B B B B C

Supplier Management (Financial Strength) B B C C D

Supply Chain Performance B B B B C

Internal Risk Management C B C B C

Business Continuity Management (BCM) C A B C C

Vulnerability To Accidents / Errors B C C C B

Vulnerability To Malicious Intervention A C B B C

Commercial Contract Management B B C B B

Skills And IP Management (Insured) E (=C) C E (=C) E (=C) E (=C)

Regulatory Issues A C A A A

Relationship With Supplier (Influence, Maturity) B B A C C

Supplier's Security Of Supply B C B B B

Supplier's Knowledge And Experience Of Providing 

Required Supplies
A B A C A

Skills and IP Managament (Supplier) E (=C) C E (=C) E (=C) E (=C)

Risk Engineering Factor B B B B B

Micro LCD
GRADING - Comparisons
Supply / supplier 1

TA MT ML RT AV AA OR GATS adj

Risk Factor As is As is As is As is As is As is As is As is

Industry/Supply-Specific - Geographical Exposures B C A C B

Industry/Supply-Specific - Economic Exposures. C B C C C

Industry/Supply-Specific - Political Exposures. C C C C C

Industry/Supply-Specific - Structural Risks B B B D B

Supplier Specific - Geographical Exposures B C B C B

Supplier Specific - Economic Exposures C C A C C

Supplier Specific - Political Exposures C C C C C

Supplier Specific - Structural Risks B B B D B

Product Management / New Product Development B B C E (=C) B

Supplier Selection Management B B B B C

Supplier Management (Financial Strength) B B C C D

Supply Chain Performance B B B B C

Internal Risk Management C B C B C

Business Continuity Management (BCM) C A B C C

Vulnerability To Accidents / Errors B C C C B

Vulnerability To Malicious Intervention A C B B C

Commercial Contract Management B B C B B

Skills And IP Management (Insured) E (=C) C E (=C) E (=C) E (=C)

Regulatory Issues A C A A A

Relationship With Supplier (Influence, Maturity) B B A C C

Supplier's Security Of Supply B C B B B

Supplier's Knowledge And Experience Of Providing 

Required Supplies
A B A C A

Skills and IP Managament (Supplier) E (=C) C E (=C) E (=C) E (=C)

Risk Engineering Factor B B B B B

Micro LCD
GRADING - Comparisons
Supply / supplier 1

TA MT ML RT AV AA OR GATS adj

Risk Factor As is As is As is As is As is As is As is As is

Industry/Supply-Specific - Geographical Exposures B C A C B

Industry/Supply-Specific - Economic Exposures. C B C C C

Industry/Supply-Specific - Political Exposures. C C C C C

Industry/Supply-Specific - Structural Risks B B B D B

Supplier Specific - Geographical Exposures B C B C B

Supplier Specific - Economic Exposures C C A C C

Supplier Specific - Political Exposures C C C C C

Supplier Specific - Structural Risks B B B D B

Product Management / New Product Development B B C E (=C) B

Supplier Selection Management B B B B C

Supplier Management (Financial Strength) B B C C D

Supply Chain Performance B B B B C

Internal Risk Management C B C B C

Business Continuity Management (BCM) C A B C C

Vulnerability To Accidents / Errors B C C C B

Vulnerability To Malicious Intervention A C B B C

Commercial Contract Management B B C B B

Skills And IP Management (Insured) E (=C) C E (=C) E (=C) E (=C)

Regulatory Issues A C A A A

Relationship With Supplier (Influence, Maturity) B B A C C

Supplier's Security Of Supply B C B B B

Supplier's Knowledge And Experience Of Providing 

Required Supplies
A B A C A

Skills and IP Managament (Supplier) E (=C) C E (=C) E (=C) E (=C)

Risk Engineering Factor B B B B B

Historical database 
of supply disruptions

Assessment and grading

Industry and supply research

Other lines of business

Insolvency assessment

Accumulation database

Value flow mapping

Zurich supply chain rating risk model 



Supply chain grading
Risk Factor As is Comments To Be Advice

1 Industry/Supply-Specific - Geographical Exposures B A
2 Industry/Supply-Specific - Economic Exposures. B A
3 Industry/Supply-Specific - Political Exposures. B A
4 Industry/Supply-Specific - Structural Risks B A
5 Supplier Specific - Geographical Exposures B A
6 Supplier Specific - Economic Exposures B A
7 Supplier Specific - Political Exposures B A
8 Supplier Specific - Structural Risks B A
9 Product Management / New Product Development B A

10 Supplier Selection Management B A
11 Supplier Management (Financial Strength) B A
12 Supply Chain Performance B A
13 Internal Risk Management B A
14 Business Continuity Management (BCM) B A
15 Vulnerability To Accidents / Errors B A
16 Vulnerability To Malicious Intervention B A
17 Commercial Contract Management B A
18 Skills And IP Management (Insured) B A
19 Regulatory Issues B A
20 Relationship With Supplier (Influence, Maturity) B A
21 Supplier's Security Of Supply B A

22
Supplier's Knowledge And Experience Of Providing 

Required Supplies
B A

23 Skills and IP Managament (Supplier) B A
24 Risk Engineering Factor B A

OVERALL GRADING =   72 4

GCPP31(V1)Aug/17/10GC/ZCA
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Supplier vulnerability rating / questionnaire 

Financial 

basis

Location(s) Plants Lines Margin Single 

source - 

One 

location

Single 

source – 

Multiple 

locations

Product 

Uniqueness

Alternative 

replacement 

time

Contingency 

arrangements

Relationship Delivery 

performance

Vulnerability 

score

Poor = 1 Poor = 1

Excellent = 5 Excellent = 5

Supplier 1 Supply 1 Osaka, Japan 5 9 100 Y Hi 12 Inventory (2 week) 4 5 85

Supplier 2 Supply 2 Guangzhou, 

China

7 7 80 Y Lo 1 None 4 1 65

Supplier 3 Supply 3 Vigo, Spain

Milan, Italy

1 1 25 N Y Lo 6 Inventory (3 days) 1 3 55

Supplier 4 Supply 4 France, Spain, 

Germany, UK, 

Italy

3 4 50 N N Lo 1 Several alternative 

suppliers approved

2 4 40

Supplier 5 Supply 5 Hsinchu, 

Taiwan

2 3 40 Y Med 9 Inventory (3 days) 4 1 60

Core information Vulnerability factors

Supplier Supply

City, country How many How many €m est

Y / N Y / N Hi / Med / Lo

Months Describe



Two key suppliers at the 

next level in the supply 

chain were in significant 

financial trouble

Company discovered 

that key component 

supplier and its 

alternative were located 

in earthquake zone

Exposure due to 

potential failure of 

a supplier higher than 

initially estimated:

USD10 million vs. USD1 million

Actual reliance on one 

supplier significantly 

greater than presumed: 

70% vs. 20%

How we have helped other customers 

through risk assessment

SC12(V3)Jul/05/10GC/ZCA



Reduced fluctuations 

in results

Balance sheet protection

Protect brand 

& reputation

Informed 

decision making

Protecting profitability and balance sheet funding

Maintain customer 

relationships

Increase transparency

SC13(V2)Jul/05/10GC/ZCA
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Industry awards and recognitions
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World's Best Global 

Supply Chain/Trade 

Disruption insurer

2011 Innovation Award, 

to recognize leadership, 

inventiveness and 

ingenuity

2013 World's Best Global 

Supply Chain/Trade 

Disruption insurer

2011 Best Supply 

Chain Risk Initiative 

2012 World's Best Global 

Supply Chain/Trade 

Disruption insurer



Covering risks not covered by other insurance products
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Transparent, predictable claims settlements
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Benefits of Supply Chain Resilience

Communication is the key to ensure appropriate 

plans are activated before the impact is felt within 

the organisation. When our supplier told us they were 

experiencing issues, we invoked a plan immediately 

and saved any issues downstream.

- Respondent from 2014 survey



Benefits of Supply Chain Resilience

There were multiple occasions where we have rallied 

to support a client when either third party suppliers... 

or our own direct suppliers have caused disruption; 

in most cases our reputation has actually improved

as a result of our dedication to resolve issues.

- Respondent from 2014 survey



Linda Conrad, SIRM-E

Director of Strategic Business Risk

+1 410 371 9973

Linda.Conrad@Zurich.com

Supply chain risk assessment 

and insurance
Protecting profitability if the chain breaks
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© 2015 Zurich Insurance Group Ltd. All rights reserved. 

The information in this publication and presentation was compiled by Zurich Insurance Group Ltd  from sources believed to be 

reliable.  Further, all sample policies and procedures herein should serve as a guideline which you can use to create your own 

policies and procedures.  We trust that you will customize these samples to reflect your own operations and believe that these 

samples may serve as a helpful platform for this endeavor.  Any and all information contained herein is not intended to 

constitute legal advice and accordingly, you should consult with your own attorneys when developing programs and policies.  

We do not guarantee the accuracy of this information or any results and further assume no liability in connection with this 

publication and presentation and sample policies and procedures, including any information, methods or safety suggestions 

contained herein.  Moreover, Zurich Insurance Group Ltd reminds you that this cannot be assumed to contain every 

acceptable safety and compliance procedure or that additional procedures might not be appropriate under the circumstances.  

The subject matter of this publication and presentation is not tied to any specific insurance product nor will adopting these

policies and procedures ensure coverage under any insurance policy.


